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Former NSA chief Inman:
‘We're far short of skills’ |

In & speech to the Association of Former Intelligence Officers (AFIO)
last Oct. 4, Adm. Bobby R. Inman, the former deputy director of the
Central Intelligence Agency, lamented that tbe Umted States is not the
world leader in intelligence gathering. .

‘‘We have some good organizations doing first class work,” said Admi-
ral Inman. ‘‘But for over 14 years, we drew down the size and cut back on
the spending power.

““Tbe education system failed to produce the people with the skills and
the ability of linguists in area studies that would quickly give us the surge !
to deal with a whole range of burgeoning problems in the outside worid,” i
said the man who has Jong been regarded as one of America’s most highly
qualified intelligence officers. ! }

“We did take advantage of pew technology » the vouthful-looking : |
Inman told the former intelligence officers at their meeting in McLean,
Va. “We're probably better at some things with regard to our principal |
adversary [the Soviet Union) than we've ever been before. But in a trou
bled outside world, we're far short of the skilis and trained manpower
that we're going to need for the coming decade. . . -

Inman declared that the Soviet Unjon was undergomg a le,adershxp_ |
change and that the US knows far Jess than it should about those who are
likely to rise to power in Moscow. He said that the Soviet-ability to project
air and naval power around the world had mcreased markedly and t.hat o
this added a turtber element of worry: e :

The new Jeaders, the adxmra] saJd ‘mav be as cautious as the:r
predecessors.”

“But one must face the bleak iact that ﬁ:ere is at least as much pros-
pect that they will be more arrogant, without the same memories of the
Germans on the banks of the Volga and [at] Leningrad — and more in-
clined to use that unparaneled pcwer in ways mimmal totbe vltal inter-
ests of this country.”

In a Monitor mbemew Inman added that look:mg back be reahzed a
failing in US intelligence’s analysis of the Soviet leadership. The error. be
said, was in trying to divide those leaders-along the lines t.bat resembie
American “bawks’ and “doves”

- Inman, who once beaded the supersecret National Security Agency,
the largest of the American intelligenrce agencies, said in his speech that
the administration had put togetber a long-range pian that will add “sub-
stantial people and substantial dollars’ to the intelligence agencies. But .
be added that sustaining support for that plan “is not going to be easy.”

Inman announced at the AFIO meeting that he was resigning as a
volunteer consultant to the Permanent Cormittee on Intelligence in the
House of Representatives. His resignation was sparked by a report which
ope of its subcommittee chairmen, Rep. Charles Rose (D) .of North Caro-
lina, jssued last month raising the possibility that high-level intelligence '
officers had done some political tinkering with intelligence reporting on 1
Central America to make it tit Reagan administration preconceptions.
Inman said that the subcommittee report had been issued on a partisan |
basis. The subcommittee’s ranking minority member, C. W. Bill Young,

a Republican from Florida, cajled it a “self-serving report” which could
be shown to be biased.

CCNTINUED
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By Daniel Southerland
Staff correspondent of The Christian Science Monitor
. Washington

“The Soviets,” says the bespectacled round-faced man who looks more like a
stockbroker than America’s top spy, “got virtually a free ride on all of our research
and development.”’

He’s talking about secret agents — from the Soviet bloc. And, he says, they
{)kl.undered America’s technological secrets because our own spies weren’t watching

em.

The speaker is William C. Casey, the director of the Central Intelligence Agency
and coordinator for all intelligence gathering for the United States. He indicates
that things are likely to become much tougher for the Soviets in the world’s intersi-
fying spy wars if he has his way. _

. .:fier vears of controversy and cutback, America’s spies are finally getting a
re

The Reagan administration is putting more money and manpower into the busi-
pess of spying, and inte coiintering Soviet bloc spies both at home and abroad.

Exact figures or recruiting for the spy trade and on the money spent on the

intellipence agencies are kept secret. But it is clear that after vears of decline,
spying is now a ‘‘growth industry.” One of the few government insti-
tutions which is hiring new employees in this time of recession is the
US Central Intelligence Agency. :

In the view of some experts, the effort comes none too soon.

““We’ve got to strengthen HUMINT,” says one of the experts who
has access to sensitive intelligence reports, speaking in the pecutiar
argot of professional spies. He means “human intelligence
gatbering”, :

“Our SIGINT (signal intellegence) and photo intelligence are
armong the best, but in HUMINT . . . we're lucky if we're among the
top 10.” ‘

The Reagan administration took power some 21 months ago deter-
mined 1o strengthen intellipence collectiori, analysis, and operations,
and the dozen agencies that make up what is known in the trade as
the “intelligence community” are benefiting.

Take the Federal Bureau of Investigation. for example. According
to one high-ranking intelligence officer, FBI money and manpower
was once stretched to the point-where the bureau had t6 stop surveil-
lance of certain known Soviet spies, who, together with European
surrogate spies, were operating in an increasingly sophisticated and
aggressive mannoer in this country.

The FBI has become increasingly concerned over the loss to So-
vie! spies of American high technology information. Although pre-
cise figures are closely guarded, it is now clear that the FBI is get-
ting more in way of resources to conduct a more aggressive
counterespionage program.

Mr. Casey argues, bowever, that the intelligence agencies are not

they were before they got cut during the 1970s.

In a more than hour-long interview with the Monitor, Casey said ;
that because of these cuts in money and manpower. intelligence re- (548
porting on an increasingly turbulent third world and on a variety of 3
other problems had been drastically reduced. According to Casey,
major intelligence analyses, known as ‘‘national estimates’ often
failed to cover third world developments,

o, (Snpa - %] - T

US intedligence: focus on the Kremiin,

third world countries
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An Israeli mathematician cracks a formidable code

ive years ago. computer scientists at

Stanford and M.1.T. made a pair of
chummy but keenly competitive $100
bets. A team at each university had de-
vised a secret code to protect compulers
from eiectronic intruders by scrambling
and unscrambling the data in a complex
fashion. Each team offered cash to the
first mathematician who could crack its
code. Aguring that the deciphering could
not be done in much less than a million
years. To the surprise of all concerned,
however. the Stanford scheme sprang a
leak this vear. putling $100 in the pocket
of a delermined young Israeli theoretician

and raising troublesome. and potentially
costly, questions about whether comput-
ers can ever be made 10 keep their secrets.

In the past, such a breakthrough in
¢cryptography might have mattered only
to a few hundred cryptanalysts and a
ha..dful of spies. Today. however. the
demonstration of a code’s vulnerability
inevitably has worrisome implications
for the way banks and multinational firms
do business. Consider the stakes: the
U.S. banking system alone moves some
$400 billion by computer around the
country every day: yel many banks pump
money onto the wires and over satellite
neitworks with little or no encryption, or
coding. at all. Predicts Mathematician
Ralph Merkle, a member of the Stanford
codemaking team: “"One of these days
someone will break into a wire-transfer
banking network and siphon off all the
contents. Then there will be a lot of inter-
est in cryptography.”

pert in the branch of mathematics known
as complexitly theory. Shamir was at
M.IT in the late ’70s as an associale
professor of mathematics. and in fact
helped write the M.I.T. code that com-
petes head-on with Stanford’s. Last
spring. back in his spartan, second-fioor
office in the Weizmann Institute of Sci-
ence in Rehovol. the lean. blue-jeaned
mathematician settled the old wager: he
found a way (o unravel the original Stan-
ford system. The code Shamir broke afier
four years of hard work was no Buck Rog-
ers-Dick Tracy cipher. It was a charter
member, along with the M.L.'T. code, of

SEOU AMNYT

the new "public key™ family of encryption
schemes. 5o called because one of their se-
cret code words, or keys. can be made
public without giving anything away.
Most codes have only one key, usually
a string of letters or numerals, that deter-
mines how a piece of plain text is to be
scrambled and unscrambled. By permit-
ting their kev 10 be openly published, the
new codes have a great advantage over all
conventional message scramblers, includ-
ing the popular Daia-Encryplion Sian-
dard (DES) code. developed by IBM and
endorsed by the National Bureau of Stan-
dards. To send one message with a DES
code requires at least two separate trans-
missions: one 1o send the coded text and
another tosend the secret key that unlocks
it. “The big problem in data encryption is
managing the keys.” says one executive in
charge of computer security. “That's the
thing that drives people crazy.” With a
large electronic mail system. in which us-

separate keys for every combination of
sender and receiver. One thousand users
require nearly half a million keys. In 1976
Merkie and two other researchers at Stan-
ford. Martin Hellman and Whitfield Dif-
fie, attacked the unwieldy problem of key
distribution. In one of the cleverest short-
cuts in modern cryplography. they re-
placed the single key used in conventional
schemes with two separate kevs related
only by a complex and deliberatelv dense
mathematical formula.

Electronic mailboxes can be set up
with two keys for each subucriber to the
system. Dick Tracy, should he choose tg
subscribe, would select his own two keys
much as a bank will permit customers g
choose their own cash-machine pass-
words. If Buck Rogers wants 10 send Dick
Tracy a secret communication, he simply
looks up Dick’s public encoding key in 4
directory and uses it to garble his mes-
sage. No one without access to Dick’s se
cret decoding key. not even Buck himself
can read the resulting scrambile of letters
and numbers. ‘

n Israe], Shamir challenged a version of

this dual-key scheme. The Stanford
code, based on a conundrum knowr
among mathematicians as the “trapdoo
knapsack,” was thought 10 be so fiendish
ly complex that even the world’s mos
powerful computers could not crack it
But Shamir proved otherwise. Exploitin
recent advances in an obscure branch o
number theory, he bore intc the trapdoo
knapsack system and revealed that the se
cret decoder could in fact be unraveled b ‘
analysis of the encoder that was pub
lished. "I was sitting alone staring at th
wallboard on which some eguations wer
written,” he recalls. “Suddenly everythin
fell into place. all the pieces. I saw xh%
missing links and I knew just what to do.’
Insists Lee Segel, head of Weizmann’
faculty of mathematical sciences: “H
kicked the competition in the teeth.”

The public-key concept may surviv
Shamir’s master stroke. Secret codes. lik
fine wines. tend to improve with age. Th
compeling code sysiem Shamir co-auT
thored at M.1.T. remains. for the moment,
uncracked. But the discovery of so basic
flaw in the Stanford scheme is no sma
matter. When public-key codes first siart
ed appearing in scientific journzals. Admi
ra] Bobby Inman, then hezd of the Na
tional Security Agency and uniil re.cen\])E
deputy director of the Cla. worried in pub
lic about the Sovieis” and othier hostile nat
tions" learning to develop uncrack
able codes simply by studving publishe
U.S. encryption work. But 'hat fear ma
have been misdirected: on the contrary,
the real security problem fo; the electron
ic age may be that no computer can b
made completely safe from intruders de
termined to break in. — By Philip Fatlic
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LITTLE EVIDENCE SEEN IN SALVADOR CERTIFICATIONS
By ROBERT PARRY
WASHINGTON

The Rezgan zoministration has little investigative svidence to support its
contention that E£1 Sslvedor's government is making a "concerted and significant
effort” to respect human rights, according to U.S. officials and a House report.

These sources say U.S5. intelligence agencies, which dug up volumes of
information on leftist guerrilla activity, have paid scant attention to the
government's alleged role in rightist death squads or to charges that Salvadoran
troops fire on non-combatants.

CIA defenders say the reason far the lack of information on the right was
the shortage of intelligence “assets" and the need to devote them to study the
leftist insurgency.

"You go back to the '79-80 time frame, the answer is that there were almost
no assets, and then as the assets were built up, they were concentrated on what
was judged to be the highest priority problem," the leftist revolt, said retired
Adm. Bobby R. Inman, who stepped down 2as deputy CIA director in June.

Others cited rules that bar U.S. military advisers from going with Salvadoran
troops into combat areas where killing of non-combatants has allegedly occurred.
In varicus interviews, Green Beret advisers said their knowledge was based on
whati the Salvadoran troops told them.

Eut a House intelligence committee staff report issued last month suggests
the "dearth of firm information” on E1 Salvador's right-wing death squads stens
from a lack of interest among U.S. policymakers zand intelligence analysts.

, The report said that when documents on rightist activity were captured from
f former Maj. Roberto D'Aubuisson in 1980, they were “virtually ignored not cnly
i by policymakers ... but more importantly by the intelligence community.”

The documents, including arms lists and a log of meetings, were seized when
D'Aubuisson and other rightists were arrested and charged with plotting a coup.
The House report said that after the documents were turned over to the <ClaA,
“their whereabouts is unknown." ‘

The CIA has refused comment on the House report. D'Aubuisson is now head of
El Salvador's Constituent Assembly.

About 28,000 pecple _ mostly unarmed civilians _ have died in the political
vioience that has ravaged E1 Salvador the past three years. Some human rights

groups blame government forces and right-wing paramilitary groups for up to &0
percent of the killings. Few of the murders are investigated.

- CONTINUED
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Salvador data lacking: repbra

WASHINGTON [AP]—Despite :and the difficulfy of assessing crimj. However, a Hoyge intelligence
twice certifying human rights prog- ‘nal cases in another country. committee staff report j last .
ress in El Salvador, the Reagan  Still others suggest the administra- month claims the “dearth of firm
administration has done littie to-in. tion does not want information that information” on Ei Salvador's right-
vestigate allegations that Salvadoran -could embarrass the U.S.-backed wing death squads stems from an
s?curity {%gces hSl»;f killed tl;céusands government, -apparent hix{ck of im.eé'wt atrirl:?g U.s..
0l unarmed civilians, acco ing to - policymakers and inte gence-
‘U.S. officials and a House report. w}ng gﬁd%&h?b&n&%ﬁ analysts. o la

These sources say U.S, inte igence :gire ior in June, said the absence of  The report noted that wben doci-,
{agencies have developed scant infor. ‘intelligence on | the right resulteq ™ments on rightist activity were cap--.
mation on the government'’s alleged from a decision to concentrate the tured from former Maj. Roberto
involvement with rightist death 't "y S. intelligence “assets” in E| ‘D’ Aubuisson in 198, mﬁ{ were ‘“‘vir.
‘squads and charges that Salvadoran ‘Salvador on the actions of leftist tually ignored nof o y by poli-7,
troops fire on noncombatants during ‘guerrillas -cymakers . . . but more lmportantly
isweeps through the countryside, : ' . . - by the intelligence community.” .,
- But while there is a general con- - “You go back to the '79-'80 time - THE DOCUMENTS, including
-sensus .on the lack of Information, frame, the answer is-that there were arms lists ang a log of meetings,: .
‘the reasons suggested for it vary. almost no assets, and then as the were seized when D’Aubuisson and’ .

Some say scarce intelligence re- gagsets were built up, they were con- other rightists were arrested and
‘sources had to be devoted to study- .centrated on what was judged to be charged with plotting a coup, The ,,
‘ing the leftist insurgency. Others cite ‘the h:‘lfhest priority problem"—the :House report said that after doc-..-
the ban on U.S. military advisers guerrilla threat, Inman gaid in an ‘uments were turned over to the CiA,";
-going with troops into combat areas 'Interview, . “‘their wheresbouts is unknown.” .
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Author James Bamford discusses

his quest for information on

the super-secret National Secu-
rity Agency.

The National Security Agency, or
NSA, is probably the most secret agency
in the United States Government.
Created not by public law but by a
presidential directive which remains
classified to this day, the NSA has been
remarkably successful in remaining
hidden in the shadows while such
agencies as the ClIA and the FBI
have been subjected to public scrutiny.

. The agency must maintain anony-
mity because the NSA is the
codebreaking arm of the Unted States,
and intercepting coded messages
relies on the transmitter believing that
no one is listening. Employing huge, high-
speed computers which are at least
Jive years in advance of the commercial
state-of-the-art, the NSA intercepts
vast numbers of messages flying through
the atmosphere between embassies
and foreign ministries, ships at sea and
their headquarters, even the private
conversations of foreign leaders.

NSA also probably intercepts
thousands of ordinary telephone, telex
and telegraphic communications that
travel in and out of the United States.
Thus, NSA has a vast capacity for
the invasion of privacy, probably greater
than the FBI or the CIA.

In his book, *“The Puzzle Palace,”
author James Bamford is the first
person to rip away, at least partially,
the shroud of secrecy surrounding
NSA. In a one-hour interview with
Washington Times reporter John A.
Barnes, Bamford described how he
pierced the wall of secrecy surrounding
the NSA.

Q: How has the NSA been able to
maintain its total anonymity for so long
without anybody looking into it, as
happened with the CIA?

A: The birth of the two agencies
themselves was entirely different. The
CIA was formed by public law in
1947, it has a public charter detailing
what it can
There wasno s
ment of the CIA.

Luthorexposes mysteries of
 secret agency \

The NSA, on the other hand, in 1952
was established by a top secret
presidential memorandum which is
still secret. In fact, there were two
lawsuits in 1975 and 1976 seeking to
have it declassified. The NSA won
the lawsuits, keeping every last word
of the seven-page memorandum
secret.

It's always been amazing to me
why nobody picked up on the NSA.I'm
in Boston and I always had a big

“interest in NSA right from the beginning.

I did most of my work commuting
back and forth between Boston and
Washington and it always amazed

me why people in the news media in
Washington full-time, who are always
looking for a good story, never did a
little work and come up with some
decent stories on the NSA. The material
was there.

Q: Do you think perhaps it is because
the CIA tends to hire more talented
writers, who, when they get out, write
books about their experiences?

A: Exactly. C1A sources are almost a
dime-a-dozen in Washington. You
have so many of them. There are the
“pro” people like Colby and going
all the way back to Dulles, former
directors and other high officials,
and then you have the “anti” people
like Philip Agee, Snepp and so forth
who have left the agency and written
books about it. And there are a few
independent people around who have
wrirten about it.

But the NSA has never had that
problem, they have never had an

employee turned author, either pro or
con. One of the reasons for that is
because of the laws. There are far
more restrictive laws in writing
abqu-t the NSA than there are about
writing about the CIA. There is a
little known law, Public Law 86-36,
}Vhich says that no law will be
Interpreted as to require the NSA to
dzvulg_e any information about its
organization, function, structure,
personnel, salaries, etcetera. In other
words, if you ask for any information
abﬁut NSA other than its name, you
wi

_ STATINTL. . . .

“this law, we are not required to

divulge this information. The CIA doegsn’t
have that. That’s why they have
such a backlog of Freedom of Informa-
tion Act requests.

Q: You would think that the CIA
would lobby _for similar protection. |

A: They have, they just haven't
gotten very far. NSA, in fact, has a law
which is about the closest America
has ever come to an Official Secrets
Act, and that’s Title 18, Section 798
of the United States Code. And what
that is is the SIGINT (Signals
Intelligence) Statute. Sc if you're at
CIA and want to write about
intelligence operations, there’s really
no law preventing that.

But with the NSA, just writing about
SIGINT, well, that’s 10 vears in jail.
The key to that-law is that the
information has to be siamped
“Classified: Communications Intelli
gence.” I got around that law by
writing my book entirelv from public
sources. v

¥

Q: So all the material in your book
was gathering dust on shelves,
basically? ' |

A: Yes, but I had to use some i

ingenuity to obtain material from I\'$A.
1 had to find an exception to that |
Public Law 86-36 and I found it in thlé
NSA's in-house newsletter. I was
going through some old files in Lexing-
ton, Va. and found a copy of the N§/
newslerter. Now that in itself wouldn't
have been such a big deal because I
would have written the NSA and sai
‘Send me copies of all your newsletters
going back to 1952’ and they just w uld
have used law 86-36 to say na.

But they made one big mistake in
that newsletter and that was that
they had a little paragraph in it which
said, *““The contents of this newslet- ,
ter should-be kept with:n a small circle
of NSA employees and their familie§.'
By putting those last three words it
there my argument was that they
had opened it up to the world. o pe ople
outside of NSA. No security clearance,

" back al i
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4704 WILLARD AVENUE, CHEVY CHASE, MARYLAD 20815 656-4068

FOR PUBLIC AFFAIRS STAFF
PROGRAM  The Joel Spivak Show stanoN WRC Radio
|
DATE October 12, 1982 11:06 A.M, cy Washington, D.C.
SUBJECT Boris Korczak

JOEL SPIVAK: In a few minutes I will introduce you to =2
man who claims that he was a double agent and that the Russians
are trying to kill him. They haven't succeeded, because he's
sitting here with me. And I will introduce you to him in just = %

few minutes.

* * . *

SPIVAK: The Dossier magazine, which usually has
pictures of society matrons and people like that, is an unlikely |
place to pick up & story like this. But we noticed a little !
blurb in the Dossier about a man by the name of Boris Korczak. |
Boris Korczak claims that he was & double agent, working not only |
for the KGCB, but for the Central Intelligence Agency, and that -- f
well, he's sitting right here. 1 might es well let him tell you. |

How long have you been in this country?

BORIS KORCZAK: I came 2 1/2 years ago to the United
States.

SPIVAK: Under what circumstances?

KORCZAK: Since Christmas Eve 1979. And I've been
looking really for this, what was promised to me by CIA, some
kind of a security umbrella, since my COVET Was blown, you know,
Christmas Eve 1979, and the CIA promised me to cover my €eXpenses

to resettle, free transportation, citizenship.

SPIVAK: Where were you at the time? You were in
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Some heads begin to roll

~. A great many Washington heads were expect-

ed to roll after the Nov. 2 election, in keeping -

»with what has become a mid-term tradition for
troubled administrations, but this week finds a
“"number of heads already underfoot.

.. Republican National Chairman Richard

- Richards surprised many by announcing he
avill leave his post in January. The surprise

avas not at his departure—the Reagan adminis- -
. Yration has been increasingly unhappy with Mr. -
‘ Richards” inability” to improve GOP’ fortunes-

_this fall—but at his timing.

It was rather like General Eisenhower an-
nouncing on the eve of Normandy that he was
‘going to step down after the invasion. Except
‘that Mr. Richards is no Eisenhower and Nov. 2
is more likely to be & Democratic Normandy
than a Republican one.

Mr. Richards did show a certain lack of;

subtlety in publicly writing off such voting
groups as blacks and environmentalists,
claiming that black leaders were all Democrats
and that the environment was not an issue
when polls showed that most Americans want

the environment»pro‘tggted. But in fa;tpess, he

falrea—

-did nothing more than hew to the White House

party line, as when he said: 'Sure we have
some economic problems, but nobody blames
them on us.”’ A reasonable suspicion is that Mr.
Richards has announced his departure now
rether than becoming a scapegoat and having
it announced for him on Nov. 3. If the election
falls to the Democrats as heavily as even the
White House now fears, someone else will have
to be found to play that sacrificial part. -~ -

--The resignation of Robert Nimmo as Presi-—

dent Reagan's administrator of the Veterans
Administration was little lamented. Many
thought that his continuing insensitivity to the
problems of Viet.Nam War veterans—he has
accused the- veterans, of always dmanding
“‘rore -and -more”’—pointed toward his ouster
some time ago. :

But his undoing was largely brought about by

a soon-to-be-released General Accounting Offi-
ce report attacking hirn for wanton indulgence
in chauffeured cars, first-class air travel, char-
ter of military aireraft, expensive redecorating
and other unauthorized perks.
- One departure much to be regretted is that of
retired Adm. Bobby Ray Inman, former direc-
tor of the National Security Agency and deputy
director of the Central Intelligence Agency,
who announced his resignation as a consultant
to the House Intelligence Committee. -

His complaint was that the Democratic-con-
trolled committee was too partisan in over-
seeing intelligence activities. A major factor in
his departure from the CIA was the political
leadership of Director William Casey, formerly
President Reagan’s campaign manager.

The loss of Admiral Inman is unfortunate not
only as evidence of the politicizing of the

intelligence services. His extraordinary skills,

high principles and dispassionate judgment
made him perhaps the most respected name in
the intelligence community. His is one head our
government can ill afford to lose. -
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VILLAGE VOICE
19 OCTOBER 1982

: _ - ™~ | tuaries from which to prosecu . But siX pages
i §§ @ g EE} later, in decorous language, the report suggests that the
briefing which gave rise to the March 4 press release, so

satisfactory to Alexander Haig, was often bullshit.
It seems that staffers followed the oral briefing with

By Alexander Cockburn

El Salvador: Press
and Intelligence

1 hear-—with good reason—much lamentation about
the marked diminution in energetic and informative
coverage of events in El Salvador, now that New York
Times correspondent Ray Bonner has been recalled to
43rd Street and a stint on the business pages. As loud as
the lamentation but more discordant is speculation
about why exactly Bonner was recalled. Among the rea-
sons suggested: )

® Tom Enders demanded his head.

@ It was a trade-off between Bonner and Friedman in
Beirut. One or the other had to go.

@ Bonner had never gone through the proper journal-
istico-bureaucratic hoops, and the moment wheu he had
to come back to New York for hoop-jumping could no
longer be postponed.

I'd incline to the last theory myself, by reason of
general plausibility, but short of causing a lie detector
needless pain by aflixing it to A.M. Rosenthal, how can

~ one ever know for sure?

- It could not be said that Bernard Weinraub, Bonner's
‘brief successor, performed with great distinction. Cor-
respondents will now be more rapidly rotated, which
presumably means that no one will ever be there long
enough to learn the facts, and consequently each novice
will reduplicate Weinraub's astonishing parroting a cou-
ple of Sunday’s ago of US Embassy agitprop. The State
Department must be feeling well satisfied, all the more

succumbing without a struggle to the long-pressed but
never proven Nicaragua/supply line theory.

Anyone seeking useful material on the monitoring of

events in [0l Salvador and, to a lesser extent, Nicaragua,
should make every effort to obtain the staff report of the
House Intelligence Committee’s subcommittee on over-
sight and evaluation, entitled “U.S. Intelligence Per-

formance on Central America”, and made public—a very

rare event—on September 22,

This was the report that prompted former CIA Dep-
uty director Admiral Bobby Inman’s resignation as con-
sultant to the committee last vlv)eek. Inman charged that
1t was a political document, which he presumabl
jmeant an efiort to present the aczminis't}iﬁzon and oﬂiefy
sponsors of US intervention in E] Salvador in a bad light.

Inman is right, but the allocation of bad light is
thoroughly deserved. The 23.page report, duly but
briefly noted in the newspapers when it was published, is
a devastating indictment of US intelligence. It also ex-
onerates journalists who were harshly under attack at
various times as being dupes or worse of the Interna--
tional Communist ‘Conspiracy.

The report notes that Edward Boland, chairman of
the Intelligence Committee, issued a press release last

| surgency.... ”

- written questions to which answers from the CIA and

elsewhere were unsstisfactory. In the oral briefing it was
stated that “lots of ships have been traced” from the
Soviet Union to Nicaragua. The written response showed
few examples. In the oral briefing it was maintained that
“You don’t plan an operation like what is being run in El
Salvador if you haven’t gone to somebody’s command
and general staff college.” It turned out this statement
did not mean that the guerrillas had been trained in
Moscow, but was merely a figure of speech. N

The report discusses at length the fact that intelli-

‘gence about the right es opposed to the left in E} Salva-

dor has been abysmal A mid-1980 intelligence study
conceded “there is scant intelligence on right-wing ter-
rorist organization membership and the groups’ relatior-
ship to each other, to the wealthy elite, or to the miki-
tary.” :

The report asks why intelligence about the
Salvadoran right was and is poor, and, eschewing the

.| obvious response that it does not always pay to look

under your own bed, remarks that the intelligence agen-
cies “have simply not considered the subject of
Salvadoran rightist violence as a target for collection. . . .-
In recent years the limited collection resources of CIA-
have been devoted slmost exclusively to the in-
In one grimly humorous section, the report traces the
history of a set of documents obtained in May or June of
1980 by the US embassy in El Salvador when Roberto

' D’Aubuisson was arrested and charged with plotting 2

coup. The documents included logs of meetings, expen-

| ditures, and arms lists with ref; i
so given this Times article towards the end of September - eferences to silencers and

other equipment, along with names and addresses of
rightist Salvaderan businessman.

US Ambassador Robert White sent & copy of the
principal document to State and gave the set to the local
CIA chief of station. Committee staffers discovered that
the CIA never analysed the documents, nor could any
record or analysis of them be found at CIA HZ. DIA-
never received or analysed the documents. State Depart-
ment policymakers msde no use of the documents,
though apprised of them by White. State’s own intelli-
gence arm, INR, told the Intelligence Committee staffers
that it had beard “rumors™ of such documents, had beer.
looking “bigh and low” for them, and, as the report dryly
notes, “asked the staff to notify them if it should locate
the documents. The staff was soon able to do so, having

‘learned that the Senate Foreign Relations Committee

published the documents .~ . in April, 1981. ... During
the two years since their capture, these documents had
been virtually ignored not only by policymakers . . . but
more importantly by the intelligence community. ... ”
You can see why Inman resigned after reading the report.

Continuing its devestating .path, the report demon-
strates that US intelligence attempts to refute the ob-
servations of Philippe Bourgois about a Salvadoran army
massacre were *‘misleading” and self-admitted Eﬁogsré:

tbout NicardADRTEVEd Foii-Reloasdi2004108/07-©1A-RDPS 100904 ROGB5062

£ : plyizig &0
iing the Salvadoran guerrillas and providing them sanc-

CONTINUED
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Democrats Play Politics
On Intelligence Committee

Democratic members of the House Intelligence
Committee have come in for strong criticism for
authorizing the release of a controversial staff
report critical of U.S. intelligence performance in
Central America.

Denounced as politically biased and sloppy by
intelligence experts in this country, the report has
been nevertheless exploited by the Cubans in their
radio broadcasts in-an effort to convince foreign

‘audiences that the CIA and the Reagan Admin-
istration have been covering up right-wing ter-

rorism in El Salvador. :

" But what makes the criticism of the Intelligence
Committee extremely important is the fact that the

' former deputy director of both the CIA and the

Deéfense Intelligence Agency, Adm. Bobby Inman,
resigned his position as a consultant to the com-
mittee after the report,was made public.

Inman, a darlihg of the liberals who is-nsnally

“ described as “‘one of the nation’s top intelligence
-experts,” denounced the report as **seriously

flawed,’” saying it was “‘put out on party lines.”

 He said that intelligence *‘shouldn’t be a party
; issue’’ and that “‘If this country doesn’t establish a

bipartisan approach to intelligence we are not go-

- ing to face the problems of the next 50 years.”’

_The staff report was requested by Rep. Charles

"Rose (D.-N.C.), the chairman of the Subcom-
.mittee on Oversight and Evaluation of the Intel-
- ligence Committee, who is involved in a tough bat-
.'tle for re-election in North Carolina’s 7th District
against conservative Republican Ed Johnson.

In an apparent effort to embarrass the Admin-

-istration and grab headlines, Rep. Rose and fellow
Democrats on the committee decided Septem-
-ber 22 to release the report over the objections of
.the CIA, the Defense Intelligence Agency (DIA)
.and the National Security Agency (NSA.)
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Athough the decision to make the report public

‘was made at a secret session of the full committee,

Rep.-Bill Young (R.-Fla.), the ranking Republican

- member of the committee, has revealed that all of

the minority members objected to its release. This
would include Kenneth Robinson (Va.), Robert

'McCléry (1l.), William Whitehurst (V a.), as well

as Bob Stump (Ariz.), who recently switched his
party affiliation from Democratic to Republican.

Rep. Rose has said the report *‘certainly repre-
sents my views and, I would say, the views of the

. majority,”” which would include Edward Boland
" (Mass.), the chairman of the committee, Norman

Mineta (Calif.), Lee Hamilton (Ind.), Albert Gore

Jr. (Tenn.), Clement Zablocki (Wis.), Romano

Mazzoli (Ky.) aqd Wyche Fowler (Ga.).

Stories about the report were generated in botkhr:

the New York Times and the Washington Post,
with Rep. Rose being quoted as saying that it

demonstrated the need for the U.S. intelligence

agencies to retain their “‘independence’’ and no: b
“manipulated’’ by the Administration. '

But Rep. Young’s devastating critique of
the report has not generated similar coverage.

Inserted into the October 1 Congressional
Record, the critique described the report as
“‘slanted and unfair,”’ saying that its four specific
criticisms of the intelligence agencies “‘turn out to
be either petty and minor or a misunderstanding of
the data by the staff authors of the report.”

For instance, the report criticizes a CIA official
for having told the Intelligence Committee that
“lots of ships have been traced’” from the Soviet
Union through various .countries to Nicaragua,
when, in fact, the CIA could only show ‘“‘a very
few examples.””

The critiqué asks, ‘“How many are ‘many.’ How
few are ‘few’? The point, of course, is that arms
are flowing from the Soviet Union through other
countries to Nicaragua.”’ :

mVIZTZNZ/ECf "
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Jhen retired AdmiBol
-Inman. blew the ‘Whistle
. -~Yecently onthe House Com-
mittee on. Intelligence for playing
-barusan politics in its evaluation of
:American intelligence in.- Central
An)erica,v his reputation as the
o} umtessenﬁal:fprofessional_- Jent
weight to his warning that congres-’
' sional oversight.of the intelligence
agencies “has to be-bi-partisan’” 5
The danger thar the impartial con-
gressional watchdogs appointed to
- insure the integriry of . the intellj-]
gence process can be transformed
by partisanship into Quarreling pit

terriers at each others’.throats is |-

-dramatized.by. the-incident that"
‘caused Inman to resign his consul-"
tancy with the House comrmittee and -
'togo public with his sharp criticism.
By a straight 9-S-party line vote,
the Democratic;majon'ty- in-the-.
‘House committee forced the public |
~ release of a staff report on intelli-]
gence coverage in El 8alvador and
Nicaragua. In the words of Rep.
Charles Rose D-N.C., the chairman |
of the subcommittes thatprepared
the study, thispublicity was-essen: 1
tial because of the danger that the .

g}
; % B
D
N

. has deliberately tried to slant the

" tique fmrpor‘ts to prove the major-

CIA might otherwise be “coopted..
by the policy ‘makers at the White
House” .~ - ikmis

Claiming'only:w--beintex‘estqd.in,
preserving the-objectivity:of  the’
intelligence ‘community: against
interferenceby'the Reagan admini-

stration, the anonrymous stafferswho .
wrote  the-report note -instances:
wherethe intelligence reporting has |
. been guilty.in their judgment-of
“tendentious:rhetoric; ‘occasional:

: oversimpliﬁc&tion_-.and:.m_i_s;;,tate_'-_;j
- ment.”.This bitter pill is presuma-.
bly made easier forthe intelligence |
agencies to-swallow by-assurances:
that in general the imelligence-has

~ been good in spite of administra-
tion pressures. - REr SRt b

- Appearing just six. weeks before |
" anartional election, tids staff report
SO e e L, et e S
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......

the Reagan administration’s policy
in Central America has become a
major issue. There is the clear impli-
cation here that the administration

intelligence estimates: in- order to
exaggerate: the extent of Castro's
intervention and has played down
right wing terror. : ‘
Reacting sharply, the Republican !
minority on the House Intelligence |
Committee has fired back with “A
Critique of the Staff Study” intro-
duced into the Congressional Record
by'Rep. C.W. Bill Young R-Fla. In a
~ point by point refutation, the cri-

ity report “to be extremely biased,
containing overstatements, misstate-
ments and subjective generalities.”
This‘exchangg of .veiled insults
‘between the Democratic and Repub-
lican members and staff of the House
committee shows how quickly the -
introduction of partisan politics into
the oversight process can destroy
its utility, With no access to the secret
intelligence on which these conflict-
ing views are based, the general pub-
lic can only rely on the apolitical
testimony of someone like Adm.
Inman who has reviewed all the
-evidence. His conclusion is clear that
:the ‘staff report released by the
Democratic-majority is.“seriously
‘flawed” and politically partisan. -
. - On the chance that both the House
. and Senate Intelligence Commirtees
“can learn from this case to avoid
partisan infighting in the future, it
is worthreviewing the extent of real -
damage that has already been done.
.+ First, Fidel Castro moved quickly -
to exploit a unique opportunity, Radio
H}a‘\{gnafs’lint‘e’ma,tjqqal service of ‘J

e : R L SN ST
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growing interest in replacing _the
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Oct. 4th Carried a gloating descrip: :
tion of how the House Intelligence ||
Committee had found the CIA guilty-||
of presenting “a false picture” of ||
the real situation in E} Salvador “in
order to support Reagan's policy”
: Formonths to come, the staff report
will provide invaluable grist for
Castro’s Propaganda mills, while
disheartening our demaccatic alljes
with the spectacle of an America at
Cross purposes with itself. s
-Another casualty of this episode
is the relationship of mutual trust
that existed between CIA analysts
and the congressional committees.

When Senate staffers recently

attempted to set up a briefing on
Central America, they found intelli-

gence officials very reluctant to }

engage in frank discussion. These
officials bitterly resented the fact
that information they had given the.
House committee had been selec-:
tively misused. They felt they had’
been “sandbagged” by aronymous

staffers and had no way of defending

themselves because of the «highlv_.l

classified nature of the evidence.
* Finally, this politicization of con-
gressionaloversight hasled senior]
Reagan officials to seriously ques-
tion whether the U.S. government is
any longer capable of responding to
Soviet probes with covert action pro-
grams of any ‘significance. Under
present law, both intelligence com-
mittees have to be informed of any
plan to provide secret support to
friends and allies abroad. There is
increasing doubt whether this clear-
ance procedure can be relied on, if
there seems to be any political advan- f
tage in leaking the plan in order to
destroyit.” " .0 Tor a1l -
Since there is wide agreement that
some form of congressional over-
sight is essential to keep the intelli-
gence agencies: honest, there. is

&,

£

s gy

ke L e

two exisﬁng.co’mmittees with a sin-
gle joint"committee with-a highly :
professional staff like the oid Joint ,

. Atomic Energy Committee. It may ]
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=« The former deputy CIA director, Bobby R. Inman,

- says Democrats on the House Intelligence Committee |

are protesting elements of the Reagan administra- !

. “tion’s high-priority drive to expand covert actions ‘
“abroad.
. Although no one disclosed what covert actions - ‘
“were protested, Inman’s statement is the first time = _ i
- any ranking member of the U.S. intelligence cormmu- 7 |
“nity has suggested that an oversight committee has B
*inade a series of objections about ongoing operations..,

\ ‘Democrats protest spy activities
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Ey ROBERT PARRY

WASHINGTON

The former deputy CIA director, Bobby R. Inman,
intelligence committee are protesting elements of t
high—-priority drive to expand covert actions abroad.

In an interview with The Associated Press, Inman
underlying reason the committee voted along party 1li
staff report criticizing U.5. intelligence-gathering in Central america.

Comnittee officials promptly rejected Inman's claim that disputes over covert
action colored the report, saying the staff members who wrote the critique were
not even involved in reviewing covert activities.

Although no one disclosed what covert actions were protested, Inman's
statement is the first time any ranking member of the U.S. intelligence
community has suggested that an oversight committee has made a series of
objections about ongoing cperations.

Inman said the committee Democrats have written letters to President Reagan
critical of CIA covert actions. He said he believed some of those letters were
critical of actions in Central America. Published reports have said Reagan
approved a covert action plan for Central America last fall.

Only one critical letter had previously come to light. In July 1%81, sources

- sald the commitiee complained about a plan directed against the radical

governpent of Libya's Moammar Khadafy.
Inman szid it was just such protest letters that sparked his concern.

"What really troubles me i1s that here in the oversight pracess they have let
sharply different views about covert action creep into what appears to be a
critigue on substantive intelligence,” Inman said. "That's what really lies
underneath the split and the criticism.”

Inman, who resigned as an unpaid consultant to the committee because of the
report, aiso complained that the 23-page document reflected = bias against U.S.
policy in Central America. _

He also complained that it failed to say a key House briefing on 2lleged
outside control of the Salvadoran insurgency was given by operational officials
“deeply enmeshed” in covert actions, not by intelligence analysts.

Inman, a retired Navy admiral who stepped down as deputy CIA director June
10, said this distinction should have been made begcause these "operational
personnel” are less analytical and less pbjective than "substantive intelligence
peaple,”

However, in a statement issued late Thursday, Rep. Charles Rose, D-N.C.,
chairman of the Intelligence oversight subcommittee, said cnly two of 18
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Science’s Open Secret —

The quest fof?knowledge is necessarily an open tific inquiry should remain 0pen except in cases di-
process, and national security requires Secrecy. - rectly involving military secrets; the costs — to
Hence an inevitable tension between scientists and scientific and technical advance —. of even a small
security officials. But that tension has recently Step toward censorship would be too high. Specifical-
turned into fran&hostility. In the latest of several ly, it warned against extending the Export Adminis-
imbroglios, the organizers of a laser-optics confer-. tration Regulations to university research, as se-
ence last month were coriipelled by guardians of curity officials have tried to do.
military secrets to withdraw a quarter of the papers But the committee notes the view of Adm.
they planned to hear. t Bobby Inman, former Deputy Director of Central In.

Now the National Academy of Sciences has re- telligence, that university research may become a
sponsibly addressed the problem. Although it essen- mmore serious target of Soviet interest as other tech-
tially supports the scientists’ sidgof the argument, it nology leaks are cut off. The intensity of the Soviet -
should heip heal the breach:. ) ‘ collection effort is not fully recognized by scholars;

E an army-of 100,000 sleuths, says the Academy, is
_ translating and disseminating American data pub-

When the Soviet physicist L.I. Rudakov toured lished by the Commerce Department.
the United States a few years ago giving lectures on Whether such research is easily turned into
fusion energy research, American security officials military advantages is open to question. Soviet
followed him with warnings that his remarks were weapons designers are sg conservative and com.
classified as secret. Such zealotry occurs, and the partmentalized that they are slow to adopt innova-
dangers should be obvious. But misjudgmentsinthe tions, Security controls can never do more than slow
opposite directien are harder to prove. Much mili-  the rate at which American information is lost, and |
tarily valuable teghm'cal information does pass from the Soviet Union’s internal arrangements may be -
West to East, Thé&essential question is how muchof  the best available protection.
this leakage results from open communication What needs above all to be recognized is that
among scientists, ' America’s preeminence in military technology has

The Academy committee, which had atcess to  much to do with its preeminence in civilian re-
secrets, examined the known cases of leakage and  search. And that depends mightily on the ability of
reports being shown ““no documented examples that American scientists to communicate among them- |
were the direct result of open scientific communica-  selves and with scientists abroad., The vitality of |
tion.” Even if some leakage did so oceur, it seems  American science and technology is the practical as
minuscule compared with the losses attributable to  well as philosophical priority. It requires a maxi-
Soviet spying or legal purchases of equipment,. mum of communication, for which the occasional

The commigtee is right to conclude that scien- leak is a small price to pay. :
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National and International News in Brief

» . . report covered some areas for which
National

he was responsible durirg his tenure
oc———— at the CIA. A committee spokesman
said the panel did not consult him
because “it would be unusual to ask
him to consuit on matters under his
own stewardship.” '

Bobby Ray Inman

An intelligence expert quits his |
post with a ‘partisan’ House panel. ‘

Retired Adm. Bobby Ray Inman,
who held some of the nation’s most
sensitive intelligence posts, accused
the House Intelligence Committee of
partisanship and resigned as a con- 1
sultant to the panel. On Monday, ‘
Inman said he quit because he was
not consulted before the committee
issued a report last month on U.S. !
intelligence activities in Central
America. "I found the report serious-
ly flawed;” he said, and added that its |
conciusions reflected “party lines.” 1
The report preised U.S. intelligence- ‘
gatbering, while noting ‘“certain ‘
weaknesses™ in the analysis of the
data. Inman retired in April as depu- -
ty director of both the CIA and the
Defense Intelligence Agency, and the
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Inman Quits as House Panel Adviser

United Press International

Retired Adm. Bobby Ray Inman,
one of America’s top intelligence of-
ficers, said yesterday he had resigned
as consultant to the House Intelli-
gence Committee because it was po-
litically partisan. '

Inman, 51, who retired in April as
deputy director of the CIA after
serving as director of the supersecret
National Security Agency and as
deputy director of the Defense In-
telligence Agency, had agreed to
serve as a nonsalaried consultant,

He told United Press Internation-
al he had resigned because he was
not consulted on a “seriously flawed”
subcommittee report distributed

Sept. 22 that was critical of U.S. in-
telligence performance in Central
America.

The subcommittee on oversight
and evaluation was chaired by Rep.,
Charles Rose (D-N.C.).

“They didnt ask my views,”
Inman said.

Inman said that congressional
oversight of the intelligence commu-
nity “has to be bipartisan” and that
the subcommittee’s report, with em-
phasis on El Salvador, was “put out
on party lines.”

Inman seid he announced his res-
ignation Saturday, addressing the
eighth annual convention of the As-
sociation of Former Intelligence Of-

e e

1

ficers at a hotel in Springfield. Over-
sight of the intelligence agencies by
the House and .Senate intelligence
committees, Inman said, has to be
nonpolitical if it is to earn public
credibility.

To avoid leaks, he said, “None of
the staff should have any personal
relations with the media. If this
country doesn’t establish a biparti-
san approach to intelligence, we are
not going to face the problems of the
next 50 years.”

_Inman is highly regarded in the
intelligence community, retiring as a
four-star admiral. “Nobody can
touch him,” said one intelligence vet-
eran. “He’s tops.”
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Inman Asserts Panel Is Biased
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¥ WASHINGTON, Oct. 4 (UPI) — Adm. -
Bobby Ray Inman, one of the nation’s

- top intelligence experts, said today that

he had resigned his post as consuitant to.
the House Permanent Select Commit-

- tee on Intelligence because the panel

Approved For Release 2001/03/07 : CIA-RDP91-00901R000500250003-6

was politically biased.

*.Admiral Inman, a retired Navy offi-
¢er-who resigned as deputy director of
Central Intelligence in April, said in an
interview that he quit the House post be-
cause he was not consulted before the
panel issued a paper on American intel-
ligence activities in Central America.

i “They didn’t ask my views,'” he said.
4] found the report seriously flawed."”

t: Admiral Inman, who had been serv-
ing as a consultant to the Democratic-
dominated House oversight panel, said

Congressional oversight of intelligence
“has to be bipartisan’ to merit credibil-
ity, but maintained that the commit-
tee's report, which focused on El Salva-
dor and Honduras, was ‘‘put out on
partylines.” .

He said that he announced his resig-
nation in a speech Saturday night in
Springfield, Va., to the eighth annual
convention of the Association of Former
Intelligence Officers, and that he also
wrote a letter to the committee chair-
man, Representative Edward P. Bo-
land, Democrat of Massachusetts.

A committee spokesman said, how-
ever, that the panel “has received no-
comrmunication from the admiral’” on

| his resignation.
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Admiral quits job, calls
House panel too political
Washington

Retired Adm. Bobby Ray Inman,
one of America’s top intelligence ex-
perts, said he has resigned as consul-
tant to the House Intelligence
Committee because it is politically
partisan.

Admiral Inman, who retired in April
as deputy director of the CIA, said he
resigned because he was notcon-
sulied on a “seriously flawed” sub-
committee report that was distributed
Sept. 22 and was criticai of the perfor-
mance of US :ntelhgence in Central

- rAmenca.
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Inman resigns as consultant

Retired Adm. Bobby Ray Inman, one of America’s
top intelligence officers, said yesterday he has
resigned as consultant to the House Intelligence
Committee because it was politically partisan.

Inman, 51, who retired in April as deputy director
of the CIA after serving as director of the super-
secret National Security Agency and as deputy direc-
tor of the Defense Intelligence Agency, had agreed to
serve as a non-salaried consultant to the committee. )

He told United Press International he resigned
because he was not consulted on a “seriously flawed”
subcommittee report distributed Sept. 22 that was
critical of U.S. inteiligence performance in Central
America.

Inman said congressional oversight of the intel-
ligence community *‘has to be bipartisan’ and the
subcommittee’s report, with the emphasis on El Sal-
vador, was “put out on party lines. It shouldn’t be a
party issue.”

From Times News Services and Staff Reports
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By DANIEL F. GILMORE
WASHINGTON

Retired Adm. Baobby Ray Inman, one of the nation's top intelligence experts,
said Monday he has resigned his post as consultant to the House Intelligence
Commitiee because the panel is5 politically biased.

Inman, who retired as deputy director of both the C(IA and the Defense
Intelligence Agency in April, said in an interview he gquit because he was not
consulted before the committee issued a paper on U.S. intelligence activities

" in Central America.

''They didn't ask my views,'' he said. ''l found the report seriocusly
flawed. '’

with the C(IA, has been serving as a consultant to the Demgcrat-dominated Hou

|
i
Inman, director of the super-secret National Security Agency during his ter;
e
gversight panel.

Inman, who left the CIA last April, said congressional oversight of
intelligence ‘‘has to be bipartisan'' to merit credibility, but the subcommittee
report, which focused on E1 Salvador and Honduras, was '‘'put out on party lings.
it shouldn't be a party issue.’''

Inman said he announced his resignation during a spegch SBaturday night to the
gighth annual convention of the Association of Former Intelligence Officers at|a
hotel in Springfield, Va. .

He said he also wrote a letter to Rep. Edward Boland, D-Mass., chzirman of
the House Intelligence Conmittes.

A committee spokesman said, however, the panel ''‘has received no
communication from the admiral’'’® on his resignation.

The spokesman said the committee nhever discussed consuliing him on the repont
issued Sept. 22, to which he objected because it involved areas for which he had
been responsible at the ClA, adding: ''lt would be unusual to ask him to
consult on matters under his own stewardship at the CIA. ! ‘

During his speech, Inwan s5aid ''political tinkering'' with the House
intelligence oversight committee was the reason for his resignation.

To avoid lgaks, he said, ''None of the staff should have any perscnal
relations with the medija.'’

'U1f this country doesn't establish a bipartisan approach to intelligence, QE
are not going to face the problems of the next 50 years,'' he said.

Inman had kinder words for the Senate Intelligence committtee, which has
eight Republicans and seven Democrats ang is chzired by Sen. Barry Golduwater, .
R-Ariz. STATINTL
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Security of U,S. .

Said to Be Hurt .
By Data Leaks
Flow of Infonnaf_ioﬁ to

_ Soviet Found Harmful

By PHILIFP M. BOFFEY
. SpecialtoThe New York Times . .
WASHINGTON, Sept. 30 — A panel of
experts appointed by the National
Academy of Sciences has concluded
that there has been “‘substantial and
serious” leakage of American tech-.

-ence that “‘these damaging transfers

nology to the Soviet Union. The leakage :
included “‘a significant portion” that is:
“damaging to national security,”” the:
panel said in a2 report released today.
But the panel, which was given top-
secret intellipence briefings, found that
open scientific communications and ex-

Excerpts from report, page All.

changes, particularly the activities of
universities, played *a very small.
part” in the leakage. ooy
- It also warned that Government ef-
forts to clamp down on the free flow of

2001/0340 o GHARRP91-009

1 OCTOBER 1982

\ telligence estimat The report was greeted warmily by
that £ m;tmgxfrui; significant tectmolo, GEOTE® A. Keyworth 2d, President Rea- I
. ired by the Soviat Union and -B820's Science adviser, who said he!
gies a%qm ynations include . su ch found *“very helpful the arguments that I
iEast uropean | oty the report makes for security through |
tems as computer hardware an - accomplishment, rather than security |
ware, mirror technology suitable for through secrecy.” He added: “The last |
laser weapons, advanced inertiel guid- thing we want to do is ape the repres-:
ance systems for missiles, jet engine sive Soviet model, which stifles techno- |

: monious debate between national se-.

! munijcation have been the source of
! very little of this technology transfer

scientific information “could be ex-
tremely damaging to overall scientific '
and economic advance as well as to;
military progress.” i
‘Damaging Transfers® ‘

‘The head of the 19-member panel, Dr. '
Dale R. Corson, president emeritus of |
Cornell University, told a news confer-

have occurred” through legal sales of |
products to the Soviet Union in periods |
of détente, through illegal sales of pro-'
scribed products, through transfers of
American technology to the Soviet
Union by third world countries and|
through “a highly organized espionage ;

' | operation.”

The report, entitled “Scientific Com- }
munication and National Security,”
does not give details on how any partic-
ular technology leaked to the Soviet!
Union was applied to military purposes.

. phasized in a news release accompany-

_ment rather than through a policy of se-
-uncertain benefits.”

designs, underwater navigation equip- lo%cal innovation through its obsession?

ment and information on space satellite
technology. =~ . B

The panel’s report thus gives support
to both sides of an increasingly acri-
curity officials and the scientitic com-|
munity concerning the extent to which :
security.restrictions shouid be applied
to scientific knowledge.

" “The panel has no reason to doubt,” | technology loss” and_that research
the report said, “Government asser-| scientists shoul e a hand in at-

tions that such acquisitions from the
West have permitted the Soviet mili-
tary to develop  countermeasures to
Western weapons, improve Soviet
weapon performance, avoid hundreds
of millions of dollars in R&D costs, and/
modernize critical sectors of Soviet
military production.” ‘-

However, the .panel said it had
reached a “strong consensus™ that
‘“universities and open scientific com-

problem.”” The panel said it had been
shown “no documented examples'’ of
national security damage from open
scientific communications, and it ex-
pressed “serious doubt” that the Soviet
Union could “reap significant direct
military benefits’’ from the flow of
scientific information “in the near
term.” . ; :

The group’s central conclusion, em-

ing its report, is that national security is
more apt to be enhanced through a
policy of open scientific communication
that promotes scientific accomplish-

crecy controls that yield “limited and

with secrecy.” ;

The report was called “‘a good start” :
by Adm. Bobby R. Inman, former)
Deputy Director of the Central Intelli-.
gence Agency, who calseq a Taror inthe |
scientific community by suggesting the:
need for voluntary restfictions on a
Wide_range TESEarc Y L
said the report agreed with his conten-|
tion that there has been ‘‘subsiantial

tempting t0 prevent it. But he urged al
follow-up study on industrial research,
which he described as “a very major

Ea_;ln-t of the problem.”
e ense Department simply said

that the report “will provide an excel-

-lent owmim}tue dialogue.” )
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‘Science Panel Says U.S.Shouldn tClasszfy
Research Unless the Somets Would Beneht

By ARLEN J. LARGE
Staff Reporter of The WALL STREET JOURNAL

" WASHINGTON-Representatives of the
U.S. science- establishment said the govern-
_ment should put a clear “classified” stamp
on research: that could benefit the Soviet
. Union, -but otherwise -shouldn't infringe on
the normal free flow of world-wide discus-
sion between scientists, - ,

The recommendation . came from a 19-
:member panel of the National Academy of
"Sciences. The panel’s report was in response
:to a growing dispute between academic re-
searchers jealous of their freedom to jaw-
‘bone with each.other about their work, and
federal officials fearful that Soviet snoopers
'will benefit from these papers and conversa:
tions. . . -
- The academy panel agreed with the gov-
-ernment that Moscow has been gorging on
advanced U.S, technology to the benefit of

its military machine. But the panel said this

has mainly occurred because of outright
commercial sale of computers and other so-
.phisticated hardware, legally or not, or be-
cause of thefts by Russian spies.

“There is & strong consensus,” the pane'l ‘

said, “that universities and open scientific
communication have been the sources of
_very little of this technology transfer prob-
lem.” 1t said “security by accomplishment”
in the nation’s scientific laboratories was
preferable to “'security by secrecy.”
Implications Spelled Out

* -At a hews conference here yesterday, the
‘panel's chairman, Dale Corson, professor
emeritus of Cornell University, tried to spell
out the report’s implications.

" *“Where specific information has direct
military relevance and must perforce be

STATINTL
1/03/07 : CIA-RDP91-00901R0

kept secret,” he said, “it should be classi-
fied strictly and guarded carefully. Most
universities, however, wul not accept classi-
fied research.” - - . -

The academy’s report comes at a time of
tense relations between the Reagan adminis-
tration and the academic. science commu-
nity, parts of which were already upset by
proposed -cuts in their research budgets.

.Last winter, then-deputy CIA director Bobby
Inman warned at a meetng of the American

Assoclation tor the Advancement ol Science

fRAT researchers [ight have {o submil their

findings to government censors before publi-

cation to prevent disclosures of mthary Sig-
nificance to the doviets.
The tension sharply intensified in Augnst

| at an international symposium of the Society

of Photo-Optical Instrumentation Engineers
in San Diego. With little warning, the De-
fense Department blocked presentation of
more than 150 unclassified scientific papers,
written under government grants, on the
ground that Soviets and other foreigners
would be present.

Olive Branch Extended

All this has produced a serles of angry
editorials in Science .magazine, the main
channel by which scientists talk to each
other on policy matters. In an editorial last
month . entitled *“Hand-Cuffing Science,”
publisher Willlam Carey sharply criticized
the “‘surprise strike” by the government in
San Diego.

In an interview, yesterday. Mr. Carey
said the academy's new report "is a useful
start that could lead to tamping down the
controversy.” However, he characterized it
as an “olive branch” being extended by or-
ganized science to the governiment, acknowl-
edging the problem of giving away technol-
ogy. He said the povernmment now owes sci-
ence an olive branch in return: *“The contro-

.versy hasn't been closed,” he said.

The Reagan administration appeared to
accept the scientists' olive branch, George
Keyworth, President Reagan's science ad-
viser, said the report made some *very
helpful” points. ‘“The last thing we want to
do is stifle technological innovation through
obsession with secrecy,”” Mr. Keyworth said.
“Still, there are some sensitive areas of re-
search and technology where some control,
short of security classiﬂcation. is war-
.ranted.”

; Conciliatory Approach -

Cornell's Mr. Corson, chairman of the.
academy’s panel, said yesterday the De-
fense Department’s ‘‘process was wrong'' in

the San Diego paper-suppresing incident.

Otherwise, the group went out of its way to
avoid seeming to be picking a fight with the
administration. The study was financed in
part by the Defense Department itself, and

panel members got secret briefings by intel-

ligence agercies on specific Instances of
technology leakage to the Soviet Union.

. The panel said that in certain limited cir-
cumstances an unclassified, government-fi-
nanced research paper could be submitted

to the government for “‘meodifications.” But-

it also said the government shouldn't try 1o

use export-control laws originally aimed at :

equipment shipments to suppress the. ex‘-é

change of scientific data as has been at-
tempted recently. - ' -

The National Academy- of Sciences isa
private group of top researchers in their
fields, with a congressional charter to give
the government advxce on scxentmc mat»
ters

—/
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Discussion called key
to technological lead

WASHINGTON (AP)—There is lttle
evidence that open scientific discussion
hurts national security, and some govern-
ment attempts to control information
could hurt the country's technical prog-
ress, & National Academy of Sciences
panel said Thursday.

The nation's technical lead may be
better protected by continued research
and discovery than by trying to restrict
access to what is known, the special
panel said.

However, the panel, which received
several top-secret briefings during its
study, reviewed evidence of technology
lost to the Soviets and their allies and
found the problem “substantial and seri-
ous ”"”

The Soviets get most of this informa-
tion through legal eguipment purchases,
outright espionage, illegal international
trade and leaks from legal recnpnents
abroad, it said.

But the investigation “tailed to reveal
specific evidence of damage to U.S. na-
tional security caused by information
obtained from U.S. academic sources,” it
concluded.

THE SEVEN-MONTH study indicates
only a “very small part’ of the technolo-
gy this country loses to the Soviet Union
«can be attributed to open scientific com-

murication through meetings and publi-.

cations.

The “limited and uncertain benefits” of
controls are “outweighed by the impor-
tance of scientific progress, which open
communication accelerates, to the over-
all welfare of the nation,” said the Com-
mittee on Science, Engineering and Pub-
lic Policy.

The group acknowledged there is a
legitimate need to safeguard information,
particularly technical expertise that can
be applied to military design and produc-
tion.

However, it said, this involves only a
small amount of civilian research, and

the government should develop a consis-
tent policy for such controls.

The controversy about government re-
strictions on research results, particular-
ly from universities, has been growmg~
for last five years.

THERE ‘WERE repeated warnings
from Adm. Bobby Inman, lorier Geputy.

director ol the Central Intellipence Agen-

¢y, ang others that science-related secu-
nty had to be tightened.

Despite protests from scientists, gov-
ernment agencies have restricted publi-
cation of papers, prevented presentations’
at meetings and restricted admittance of '
foreign scientists to the U.S.

Last month the Defense Department
blocked presentation of almost 100 un-
classified papers at an optical engineer-
ing meeting in San Diego. The depart-
ment said some of the work might have
military implications, and Soviet scien-
tists attended the international meeting.

The academy study, chaired by Dr.
Dale Corson, president emeritus of Cor-
nell University, was sponsored by the
Defense Department, the National Sci-
ence Foundation and several scientific
organizations. It was intended to imd
ways to resolve the controversy.

The panel recommended three guide-:
lines it said wouid allow all but a small.
portion of government-funded, academic-
ally based research to continue thhout
restrictions:

® The vast majority of university work
should be unrestricted.

@& In rare cases where research meets
specific criteria, such as work with direct
military apphcat:on, it should get pnor

* security classification.

@ In the few "‘gray-area’ cases, when
there is potential but unproven mﬂltary
application, limited control may be justi--
fied. But these measures, such as re-’
stricting direct work by foreign scien
tists, should be specined by contractr
before the project begins.
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